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Abstract: Change is a constant reality in today’s workplace, causing sub-

stantial psychological stress within a workforce concerned about its livelihood and

quality of life. Against this backdrop enters the Information Technology (IT) explo-

sion, bringing its unprecedented capacity for disseminating information. Many

managers are embracing e-mail, intranets, and other technological innovations as

efficient solutions to the high communication demands during times of change.

However, simply making information available is not the same as communication.

People under stress can lose as much as 80 percent of their ability to process infor-

mation. Situations in which concerns are high and trust is low, call for as much

attention to the methods of communicating as to the messages.

This article offers insights into why human resources need more low-tech

communication during times of change. The research on risk communication pro-

vides non-traditional and sometimes counter-intuitive principles for avoiding some

familiar pitfalls to effective internal communication.

Two powerful forces are surging through American enterprises with accelerating velocity: organi-

zational change and information technology (IT). In the wake of organizational change often lies

a workforce in turmoil, shaken by loss of employment security and loss of loyalty to seemingly

uncaring employers. For all its capacity, information technology provides only limited relief for

the anxieties and frustrations of human resources burdened by change.
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There are costs in productivity and competitiveness, often hidden, caused by this psycho-

logical drag of constant change in the workforce. The question is whether effective internal com-

munication lessen the negative impacts of change on the workforce. If so, what part can informa-

tion technology play in this?

INTERNAL COMMUNICATION: FORM AND SUBSTANCE

The constant pressure to do more with less as organizations downsize naturally drives a

quest for efficiency in all processes and activities—including communication. Under such pres-

sure, the efficiencies inherent in new information technology (IT) applications, as high-tech means

for disseminating information, appear seductively attractive to busy managers. Vast amounts of

information can be disseminated to most of the workforce almost instantaneously.

“This is good,” the busy manager reasons, “so long as we are disseminating the right mes-

sages.” The underlying premise is that simply making information available is communicating. If

the substance of the message is right, and it is efficiently disseminated, then the manager as-

sumes that he or she has communicated. However, the form of communication is critically impor-

tant for meeting the needs of people experiencing the stressful effects of change. While IT capa-

bilities have evolved exponentially, psychologists question whether the human brain has kept

pace. In fact, research suggests that our minds remain hard-wired essentially as they were in the

Stone Age and we cope with the world and its threats much as our early ancestors did. (Nicholson,

1998)

It is in this “human” dimension that the efficiencies of IT applications become mired and

fall short of meeting the workforce’s crucial communication needs during change. Research by

Covello (1991) and others has found that people under stress, that is, those who feel threatened

or put at risk by some force beyond their control, experience “mental noise” that can cause them

to lose up to 80 percent of their ability to process information. Furthermore, the remaining 20

percent of processing capacity most often will be focused on issues of high personal concern to the

employee, rather than on issues deemed important by management. These principles explain

why employee responses to information sometimes seem irrational.
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This reality has clear implications regarding over-reliance on IT for communicating change:

Because people under stress can process a normal load of information at only 20 percent effi-

ciency, little is gained by increasing the efficiency at which information is disseminated. To achieve

more successful outcomes during periods of change, a company’s management must focus on low-

tech communication—especially face-to-face dialogue—about high concern issues in order to over-

come mental noise.

ADAPTING RISK COMMUNICATION TO ORGANIZATIONAL CHANGE

The Power of Perception

The foremost principle of risk communication is that “perception equals reality.” In other

words, what is perceived as real is real in its consequences. Employees react to perceived threats,

rather than to “reality.” Their level of stress during times of change is proportional to their per-

ception of threat. From management’s perspective, employees sometimes appear to overreact –

even to act in an irrational manner. However, from the employee’s perspective the behavior is

perfectly rational, given the perceived magnitude of the threat.

Thus, when workforce response to information seems irrational, management must check

its own premise and seek to understand the perceptions they have somehow created. Risk com-

munication research has identified more than twenty factors affecting perceptions of threat

(Covello, 1991). Knowledge of these factors can help managers anticipate and adjust for them,

especially in the way they communicate information.

Trust and Credibility

Perception of threat is a powerful sources of mental noise—psychological barriers—im-

peding communication. Trust and credibility—the goals of all risk communication—can over-

come these barriers. The determinants of trust will be discussed in greater detail a bit later.

First, it is useful to examine how organizations create credibility that leads to that employee

trust.
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Within every organization, as within any segment of society, there exists a credibility

hierarchy. In terms of employees’ preferred sources of information, that hierarchy often breaks

out as follows, according to research by Foehrenback and Rosenberg (1983):

• Supervisors: More than 90 percent of employees surveyed named their first line supervi-

sor as the preferred source of information.

• Top Executives: Just over half of those surveyed named top executives of the organization

as a preferred source of information.

• Union Representatives: Fewer than 30 percent named union representatives as a pre-

ferred source of information

[Note: Respondents were permitted more than one response.]

To the extent that a preference for a particular source for information is a measure of that

source’s credibility, this research provides some guidance. However, only research specific to an

organization can determine the actual hierarchy when considering which communication strat-

egy is best. There are two reasons for this; according to Covello (1991):

• The Rule of Credibility Transference: A message will take on the credibility of the highest

credible source that will publicly state or agree to it. (This is the basis of celebrity endorsements

in advertising and marketing.)

• The Rule of Credibility Reversal: When a lower credible source challenges or attacks a

higher credible source, the lower credible source loses credibility.

Ignoring this second rule and counter-attacking when one’s position is challenged by some-

one with more credibility may produce a result that is exactly opposite from what is desired.

The conclusion for higher level managers, who are often perceived as less credible than

first-line supervisors in high concern situations, is that they may need to bring in more credible

third-party allies to communicate effectively with the workforce. Attempts to “go it alone” could

well boomerang.

Within this context of trust and credibility, the dynamics of threat perception can be ex-

amined.
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FACTORS  IN THREAT PERCEPTION

Of the various factors of threat perception studied, three of the most powerful, trust, control and

benefit, are examined below to illustrate how they collectively impact the processing of informa-

tion.

Trust

Trust is the single most powerful factor in perception of a threat. Research shows that a

risk managed or communicated by a trusted source is perceived as less threatening than one

represented by an untrustworthy source (Covello, 1991; Fessenden-Raden, Fitchen, & Heath,

1987; Slovic, 1993). The trust factor can alter the perception of a threat two thousand times. An

example can be used o illustrate the point: A quantifiable risk, such as a health risk from poor

indoor air quality, may be objectively determined to pose one chance in one million of causing

cancer. When the source of information about that risk is not trusted, those who feel threat-

ened perceive the chances as one-in-five hundred. Remember that what is perceived as real is

real in its consequences.

Perceptions based on trust are similarly altered when risks cannot be so precisely quanti-

fied, for example, the risk of losing one’s livelihood as the result of organizational change.

Control

Control is one tier below trust in its power over perception of threat. Research shows that

when we have some control over a risk it is less threatening than if the risk is imposed involun-

tarily (Covello, 1991; Fischhoff et al., 1978; Slovic, 1987). The control factor can bias the percep-

tion of a risk one thousand-fold.

To continue with the same illustration: If the same indoor air quality risk of a million to

one is imposed on a group that has no voice in the decision and no means of affecting the risk, the

perception of this risk assumes the proportions of one in one thousand. Predictably, the group’s

reactions again will be more consistent with the greater risk. This, in part, explains why people

willingly accept a higher risk that is voluntary, such as a one in sixty-seven risk of a fatal traffic
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accident, yet become outraged over a much lower risk that is imposed on them, such as a one-in-

one-million increased risk of cancer.

In the same way, the perception of threat associated with management decisions during

change similarly will be skewed if these decisions are imposed and lack meaningful input from

the people they impact

Benefit

Benefit carries the same threat-perception weight as control (one thousand-fold), that is, a

risk that provides some balancing benefit is less threatening than a risk with no associated ben-

efit (Covello, 1991; Fessenden-Raden, Fitchen, & Heath, 1987; Slovic, 1987). Using again the

example of indoor air quality, lack of benefit can increase the perception of a one in one million

risk to an apparent one in a thousand risk, with a correspondingly intensified reaction.

 To lessen the perception of risk, it is important that those who benefit from a risk be the

same as those who will face its consequences. When the risks faced by some yield benefits only for

others, an additional perception of threat factor is invoked—fairness—and causes further nega-

tive reactions.

Cumulative Effects

Individually, the power of these three threat-perception factors is very strong, but they are

overwhelming when seen as cumulative (Fischhoff et al., 1978).

Consider again the example of indoor air quality. In two simple steps, withholding both

control and benefit, a calculated risk of one in one-million becomes a perceptual certainty of one

in one! Add to this the effect of mistrust of the messenger, and employee reactions quickly can

become extreme.

Once managers know the effects of these threat-perception factors, they should not be

surprised at the workforce reactions to decisions they make over which the workforce has no

control and sees no benefit. What might seem irrational is very rational in a workforce that does

not trust those who are communicating with them.
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MANAGING THREAT PERCEPTIONS

Because perceptions, not reality, determine the direction and intensity of employees’ reac-

tions and behavior, organizations must learn to manage the perceptions they give. The risk com-

munication research provides some useful principles for effective, though often non-traditional

and counter-intuitive, approaches managers can follow for communicating with their workforce.

Managing the Trust Factor

To gain the advantages of trust, managers must understand the basis of trust. Research

shows that when people are asked how they weigh a decision of whether or not to trust someone

in a high concern situation their responses fall into these broad categories (Covello, 1993).

• Honesty and openness;

• Competence and expertise;

• Dedication and commitment; and,

• Caring and empathy.

Most managers would wish to have these characteristics ascribed to them, but are not

sure how to exhibit the characteristics for employees. Managers are often shocked to learn the

how the factors relate to one another in terms of earning employee trust. As Figure 1 shows,

caring and empathy are equal to all the other characteristics combined for earning employee

trust in high concern situations.

Figure 1. Relative Weight of Elements of Trust.



Center for Risk Communication, Box 210, 545 Eighth Avenue, Suite 401, New York, NY  •  (646) 602-9509 8

The 2000 Annual: Volume 2, Consulting
Copyright (c) 2000 by Jossey-Bass/Pfeiffer, San Francisco, CA

Trust is the most powerful threat-perception factor, and in high concern situations people

seek assurance first that a manager cares about their well-being. Will Rogers once observed,

“People want to know that you care, before they care what you know.” Caring and empathy are

best communicated by direct, face-to-face, two-way dialogue. The importance of two-way commu-

nication cannot be overemphasized in high concern situations.

The simple act of listening to an employee’s concerns is one of the most compelling ges-

tures a manager can make to demonstrate caring and empathy. Seeing employee concerns as real

– that is, real in the employee’s perception – further establishes the manager’s caring and empa-

thy, and in turn, establishes employee trust. Generally, information technology-based channels of

communication are too one-way and impersonal to allow managers the opportunity to convey

these caring and empathy.

Managing the Control Factor

People in a democracy have the right to participate in decisions that affect their lives,

their property and the things they value. By participating in the decision-making process, people

gain the satisfaction of knowing that they have exerted some measure of control over what will

happen to them.

Employees, as products of a democratic society, bring definite expectations to the work-

place about whether or not decisions made by those in authority are acceptable to them. Their

judgment often hinges on whether or not employees had a voice in the decision.

Most organizations at least tacitly acknowledge the value of employee involvement in the

decision process. Even the Malcolm Baldrige Award criteria recognize the value of employee in-

volvement. However, organizations often fall short of the goal. What often substitutes for legiti-

mate employee involvement is the more familiar model of Decide-Announce-Defend (DAD).

In the DAD model, employee input usually is sought, if at all, during the “announce”

phase – after the decision has been made. Employees are offered the opportunity to respond to a

decision that has been reached, and then management defends the decision by explaining all of

the compelling facts and rationale that led to the decision.
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The DAD model does not qualify as employee involvement. Because the dialogue is after

the fact, the decision is seen as imposed, and employees are denied an opportunity to influence it.

High concern decisions reached without employee involvement trigger the threat-perception fac-

tor of control, increasing the perception of any risk associated with the decision one thousand-

fold.

Management is often reluctant to accede legitimate employee involvement in the decision

process because they fear the results of relinquishing control. This is not necessarily something

to fear. Granting the workforce a voice in decisions, through an appropriate forum, is just that—

a voice. It does not constitute a vote or a veto. All that employees need, and in most cases expect,

is assurance that their point of view has been heard, reasonably considered and responded to

before the decision is made. Outrage is a common consequence of denying employees a voice in

decisions that impact them in high concern situations.

The expectation of employees to have a voice in decisions is a reflection of our democratic

society and of management trends, such as the participatory decision making stressed in total

quality management (TQM) programs. The reality for managers is that this expectation has be-

come a part of the culture, and it’s very much like the genie that once out of the lamp refused to go

back inside.

Managing the Benefit Factor

Communicating the benefits associated with a perceived threat that employees are asked

to accept can be extremely difficult. In most cases, there either is an offsetting benefit to employ-

ees or there is not. Whichever is true, managers should be mindful of the impact of the perception

of benefit factor (one thousand-fold) in communicating with employees. They must consider:

• If there is a benefit for accepting a risk, that benefit must be clearly defined and commu-

nicated to the employees. This is especially important for “survivors” of an organizational change,

who ultimately will determine the success of the post-change organization.

• In the same way, benefits that derive to the organization (senior management, stockhold-

ers, and others), but not to the employees themselves, must be judiciously avoided. Benefits act
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as a positive threat-perception factor only when the same people who bear the risks gain the

benefits, whereas benefits that accrue to others can increase outrage. This second point is par-

ticularly sensitive in an era of widely reported instances of CEO bonuses linked to massive

workforce reductions. In this context, some workforce cynicism is understandable.

Reducing Other Threat-Perception Factors

Although it is beyond the scope of this article to discuss in detail other prominent threat-

perception factors, managers also may encounter one or more of the following points:

• Fairness: Are the consequences of the perceived risk fairly distributed among all members

of the organization?

• Alternatives: Are viable alternative courses of action available? Have these been fully

considered?

• Natural: Is the perceived risk the result of powerful, external business forces, or was it

generated arbitrarily within the organization?

Recognizing and understanding these threat-perception factors can better prepare man-

agers to communicate effectively with employees during times of change. This knowledge can

help managers understand, and even predict, workforce reactions that otherwise might seem

irrational.

This may involve nothing more than respecting the employees’ point of view on issues of

high-concern to them. Genuine caring and empathy translate to demonstrating respect and com-

municating one-on-one.

COMMUNICATION OF RISK DURING CHANGE

Each organization’s situation is unique, and there is no one way to communicate to reduce

employees’ perception of risk. However, some typical methods are described below. Because two-

way communication is so critical for lowering employees’ perceptions of risk during change, one

general option for improving upward communication and one for improving downward communi-

cation are given below:



Center for Risk Communication, Box 210, 545 Eighth Avenue, Suite 401, New York, NY  •  (646) 602-9509 11

The 2000 Annual: Volume 2, Consulting
Copyright (c) 2000 by Jossey-Bass/Pfeiffer, San Francisco, CA

Upward Communication

As discussed earlier, research shows that employees’ most preferred source of information

about an organization is their first line supervisor. This is not surprising, because immediate

supervisors have the most opportunity for direct two-way communication with employees, and

they most clearly understand and relate to the employees’ perspective. First line supervisors

seldom are isolated or insulated from the day-to-day realities of the workplace.

Employee preference for first line supervisors as the source of information can be inter-

preted at least partly as a reflection of the employees’ trust and the supervisors’ credibility. This

has obvious implications for the downward dissemination of information, but also has important

implications for credible upward communication and employee feedback.

Depending on the size of the organization, the difficulties of large spans of control can

limit meaningful dialogue between the top and bottom tiers. One good way to overcome bottle

necks in communication and establish an open two-way channel is to form an Employee Advisory

Forum (EAF) comprising representative first line supervisors. An EAF should conform closely to

the following specifications:

• Forums should be established at each geographic or organizational location and, as appro

priate, at headquarters.

• Membership of each EAF should be limited to 12—18 people to permit quality dialogue.

One or two members should be management representatives positioned high enough to

make decisions on routine issues, and to have influence at the highest levels for address

ing larger issues. The remaining members should be first line supervisors.

• Membership should represent a cross section of the workforce, including union members if

applicable.

• Membership should be selected by the Forum itself, rather than be appointed by manage

ment. This preserves the objective credibility of the Forum in the view of the workforce.

The membership process could begin with a selection committee made up of two initial

members and then expand to involve new members.

• The Forum should be self-directed; that is, it should set its own agenda and select its own

issues for dialogue with management. Management can place issues on the agenda, but

should not categorically exclude any workforce issues.
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• The Forum should collaboratively explore potential resolutions to high concern workforce

issues. Management should commit to listen fully to EAF concerns and recommendations

and provide open, well-considered responses.

• The Forum should exercise no approval authority regarding management decisions. How

ever, management should offer full explanations of how decisions were reached, including

why Forum suggestions were not adopted.

• Responsibilities of forum membership should include a commitment to ongoing dialogue

with workforce “constituents” to sustain an awareness of the Forum’s proceedings.

Properly constituted, an EAF can build trust and increase employee involvement in ad-

dressing high concern issues. At the same time, it fully preserves management’s authority and

responsibility for directing the business of the organization. While an EAF might begin as an ad

hoc measure for navigating a difficult period of change, its upward communication value may be

sufficient to continue its function indefinitely.

Downward Communication

One mechanism for effective downward communication works particularly well in tandem

with the EAF. This mechanism is the InfoEx (information exchange). An InfoEx is based upon the

“poster station” format and provides an effective alternative to the mass employee meeting, a

familiar technique used in many organizations. These meetings fail to achieve the benefits of

face-to-face dialogue. Among the limitations of mass meetings for employees are these:

• Most attendees are too intimidated by the large group to stand up and express their per

sonal concerns, even when invited to do so.

• A vocal minority can dominate the meeting and not necessarily represent the majority

views.

• The necessary logistics of large group meetings impose physical barriers between the speak

ers and the audience (lecterns, tables, and stages). These become perceptual barriers to

communication.



Center for Risk Communication, Box 210, 545 Eighth Avenue, Suite 401, New York, NY  •  (646) 602-9509 13

The 2000 Annual: Volume 2, Consulting
Copyright (c) 2000 by Jossey-Bass/Pfeiffer, San Francisco, CA

• The balance of time between management presentations and open discussion commonly

tips heavily in favor of the presentations, although the opposite is more appropriate.

• Employees often leave large group meetings further frustrated that their concerns are not

being addressed.

In contrast, the InfoEx format presents a greatly enhanced opportunity for two-way dia-

logue. The InfoEx can be conceptualized as a trade show where the product is communication. It

consists of an open-house arrangement of informational poster stations at a location convenient

for employees and spanning a longer duration than most traditional meetings. (See Figure 2.)

Logistically, the InfoEx consists of the following elements:

• A general theme or message that is relevant and addresses workforce concerns about which

management wants to communicate. (Themes and messages could come, for example, from

the proceedings of an EAF.)

• A convenient location large enough to accommodate numerous simultaneous small group

discussions without interference.

• Up to six exhibits or poster stations, each one addressing some aspect of the theme or

message with text and graphic information on display panels. Exhibits should be simple

and judiciously avoid a glitzy or expensive appearance.

• Tables at each station with takeaways of all information on the poster panels, plus more

detailed information and background documents supporting the messages.

• A team of presenters at each station (a minimum of two) with expertise in the subject

matter of that station and training in risk communication presentation skills. Presenters

should include first line supervisors active in EAFs.

Figure 2. InfoEx Exhibit and Discussion Groups.
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• Comment cards and collection boxes at each station and other convenient locations for

employees to leave comments “on the record” for later management response.

• Representatives of senior management present at all times – not attending any particular

station – to circulate with employees who may engage them individually to make any

comments or ask any questions they desire.

The dynamic of the InfoEx is one-on-one or small group discussions, in contrast to the

large group dynamics typical of mass employee meetings. The advantages include:

• Employees have the option of coming and going at their convenience.

• They can stand back twenty feet from a properly designed poster station and obtain the

key messages related to that topic.

• They can approach closer as interest warrants and obtain more detailed information on a

topic.

• They can step up to the station presenters (trained in the importance of listening effec

tively and conveying caring and empathy) and discuss personal concerns in relative privacy.

• They can take away information for later consideration and leave comments or questions

on the record for management’s response.

• They can meet senior managers in less intimidating circumstances than would otherwise

be possible.

An InfoEx can run for a day, from before a workday begins until after it ends, or for se-

lected periods over several workdays. The objective is to make it as convenient as possible for

employees to attend and to allow enough time that the number in attendance at any one time is

likely to be relatively small. Although the InfoEx consumes more time than mass meetings for

managers and presenters, it yields far more effective communication for the investment.

The InfoEx is solidly rooted in the principles of risk communication, providing an excel-

lent venue for managing important threat-perception factors and gaining trust and credibility

with the workforce.
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Both the EAF and the InfoEx present management with opportunities for solid return on

its investment in communication. However, successful implementation requires precise applica-

tion of critical risk communication principles and is best approached with a solid grounding in

research.

SUMMARY

When concern is high and trust is low, conditions consistent with organizational change, a depar-

ture from the traditional communication model becomes necessary. Research studies on risk com-

munication explain why this is so and suggest how to change the communication model for more

effective results during difficult times.

In recognition of human nature, the approaches suggested by risk communication prin-

ciples are low-tech rather than high-tech. They are often nontraditional and counter-intuitive,

and sometimes uncomfortable to adopt. However, successful application of risk communication

techniques can enhance the workforce’s trust and the credibility of management and go far to-

ward overcoming the perceptual barriers that otherwise impede communication.

Trust and credibility are the greatest assets a manager can have to lead the workforce

through the throes of change, emerging intact and motivated to contribute to the success of the

new organization.

Reliance on the efficient but impersonal techniques developed through information tech-

nology for disseminating information might suffice for the theoretical “carbon-based employee

unit.” However, human resources comprise real people, and real people require real communica-

tion – especially during organizational change.
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